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Specifications are subject to change without notice. 
Liability Disclaimer 
Fanvil may make changes to specifications and product descriptions at any time, without notice.  Designers must not rely on the 
absence or characteristics of any features or instructions marked as reserved or undefined.  Fanvil reserves these for future 
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them.  The 
information here is subject to change without notice. Do not finalize a design with this information.  The products described in this 
document may contain design defects or errors known as errata which may cause the product to deviate from published 
specifications. Current characterized errata are available on request. Contact your local Fanvil sales office or your distributor to 
obtain the latest specification and before placing your product order.
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1 Revision History 

Revision history: 

Revision Author Date Description 
1.0.0 Yi Guo 2014-2-18 Initial version. 
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2 Introduction 

Voice over Internet Protocol (VoIP, also called IP telephony) has been widely-used since its low cost of 
communication and infrastructure. Since VoIP shares the same infrastructure with Internet-connected 
devices, it inherits all security issues from Internet. In addition, VoIP has its own security problems from 
VoIP protocols and devices. 

2.1 Confidentiality Threats 
Confidentiality, one of the main security concerns for VoIP, means that the information can’t be 
accessed by unauthorized parities. The confidential information for VoIP phones could be information 
such as configuration (including account, network, phone configuration), conversation content and 
history, and so on. Thus, there are two types of confidentiality threads:  
1. Phone conversation eavesdropping, which can be achieved by attacking one of the nodes between 

two conversation entities and obtaining the packets passing through the node. 
2. Unauthorized access attacks on the web-based interface, which can be done by sniffing the 

Hypertext Transfer Protocol (HTTP) traffic to steal sensitive information via the web server interface. 

2.2 Countermeasures 

2.2.1 Countermeasures against Conversation Eavesdropping 

To protect against conversation eavesdropping, signaling and media encryption can be applied to 
signaling streams and media streams, respectively. Note that there are several signaling protocols like 
Session Initiation Protocol (SIP), H323, etc., but only SIP is taken into account here since Fanvil VoIP 
phones are SIP phones. SIP messages can be encrypted with Transport Layer Security (TLS), while the 
media stream, which usually uses Real-time Transport Protocol (RTP) for unsecure transmission, can 
be encrypted with Secure Real-time Transport Protocol (SRTP) or ZRTP. 

2.2.2 Countermeasures against Unauthorized Access 

Hypertext Transfer Protocol Secure (HTTPS) should replace HTTP to protect the web-based interface 
of VoIP phones against man-in-the-middle attacks and the content eavesdropping, for it adds the 
security capability of SSL/TLS to HTTP communications.. 

2.3 Fanvil Encryption Capabilities 
Fanvil VoIP phones currently have encryption capabilities as follows: 
 TLS (TLS v1.0) encrypted SIP, 
 SRTP, 
 HTTPS, 
which are available on the following models: 
1. C58, C60, C62, C66, 
2. E01, E52, E58, E62, E66, 
3. F01, F52, F58, F62, F66, 
4. D800, D900, D600. 
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<*NOTE 1: Usability of one-way/two-way SSL/TLS authentication is NOT fully tested.> 

2.4 Target Audience 
The audience for this document is intended to be testers or customers who want to test/use Fanvil VoIP 
phones with encryption capabilities: TLS encrypted SIP, SRTP, and/or HTTPS. 

2.5 Glossary 
<Name> <Description> 
CA Certificate authority, a trusted third party that issues digital certificates. 
Digital certificate An electronic document that uses a digital signature to bind a public key 

with an identity, information such as the name of a person or an 
organization, their address, and so forth,  and can be a CA-signed one or a 
self-signed one. 

HTTP Hypertext Transfer Protocol, an application protocol for distributed, 
collaborative, hypermedia information systems, which is the foundation of 
data communication for World Wide Web. 

HTTPS Hypertext Transfer Protocol Secure, layers the HTTP on the top of SSL/TLS 
protocol to achieve the security capability. 

RTP Real-time Transport Protocol, defines a standardized packet format for 
delivering audio and video over IP networks. 

Self-signed 
Certificate 

An identity certificate that is signed by the same identity whose identity it 
certifies. 

SRTP Secure Real-time Transport Protocol, defines a profile of RTP, intended to 
provide encryption, message authentication and integrity, and replay 
protection to the RTP data in both unicast and multicast applications. 

SIP Session Initiation Protocol, a signaling communications protocol, widely 
used for controlling multimedia communication sessions such as voice and 
video calls over Internet Protocol (IP) networks. 

TLS Transport Layer Security, a cryptographic protocol which is designed to 
provide communication security over the Internet. 

ZRTP A key agreement protocol which performs Diffie–Hellman key exchange 
during call setup in-band in the RTP media stream which has been 
established using some other signaling protocol such as SIP. This 
generates a shared secret which is then used to generate keys and salt for 
a SRTP session. 

2.6 Reference  
http://en.wikipedia.org/wiki/Transport_Layer_Security 
http://en.wikipedia.org/wiki/Secure_Real-time_Transport_Protocol 
http://en.wikipedia.org/wiki/HTTPS 
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http://en.wikipedia.org/wiki/Transport_Layer_Security
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3 SSL/TLS 

Since SIP messages are encrypted by TLS and HTTPS also uses SSL/TLS for security, it’s helpful for 
you to know something basic about SSL/TLS before using them. Fanvil phones now support TLS 1.0, 
which can be viewed as an upgrade to SSL 3.0. There are tiny differences between them, so they are 
treated as the same in this document. 

3.1 SSL/TLS Connection 
The process to setup the SSL/TLS connection is shown as Figure 3-1. Note that the number in the box 
is the label for each message and the message with an asterisk means that it’s not always sent. To 
avoid redundancy, the meaning of each message is not explained here, please refer to RFC2246 for 
details. Generally, the communication between two sides completes the following work: 
1. Make an agreement on a protocol version, 
2. Select cryptographic algorithms, 
3. Authenticate each other optionally, 
4. Use public-key encryption to generate share secrets. 
 

 

Figure 3-1 The process to establish the SSL/TLS connection 

3.2 SSL/TLS Authentication 
 As shown in Figure 3-1, authentication in the SSL/TLS handshake phase could be following cases due 
to the requirement/configuration of the server: 
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1. One-way authentication: it enables clients to verify the identity of servers, which requires that 
message 3 is sent and message 5 is absent; 

2. Two-way authentication: it enables the client and the sever to make mutual authentication, which 
requires the server to send messages 3 and 5; 

3. Without authentication: no authentication happens, since message 3 is not sent or SSL/TLS clients 
do not check the validity of the certificate. 

3.2.1 One-way Authentication 

One-way SSL/TLS authentication is a common case, as shown in Figure 3-1. Note that the certificate 
chain is not considered for simplicity. Certificate A for the SSL/TLS server can be a CA-signed certificate 
or a self-signed one. Root certificate A, identifying the one who signed certificate A, should be installed 
in clients to certify the validity of certificate A. 
 

 

Figure 3-2 One-way SSL/TLS authentication 

3.2.2 Two-way Authentication 

Figure 3-3 illustrates two-way SSL/TLS authentication, only used between high-security devices. The 
difference from one-way SSL/TLS authentication is that the client is verified by the server by sending 
certificate B to it. Likewise, there must be a root certificate (root certificate B) in the server to certify the 
identity of Certificate B. Root certificate A can be identical to root certificate B; namely, both certificate A 
and certificate B are issued by the same CA (your CA or a known CA). 
 

 

Figure 3-3 Two-way SSL/TLS authentication 
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4 Applying Fanvil Encryption Capabilities 

This section shows the means to apply and test the usability of Fanvil encryption capabilities. Note that 
the illustrations for configuring the capabilities, given in the form of snapshots in subsections below, 
come from the web-based interface. You can access the interface by using a web browser with URL, 
“http://phone IP” (the user and the password are “admin”). 
 

4.1 Applying TLS for Secure SIP 
In this case, phones act as TLS clients. Applying TLS to encrypt SIP traffic generally needs the steps 
below. 
1. Configure the SIP account supporting TLS connection (the default port for TLS is 5061, see Figure 

4-1). 
2. Enable SIP over TLS (see Figure 4-2). 
3. Import the certificate provided by your service provider if necessary (see Figure 4-3 and Figure 4-4). 
Note that the certificate must be named “sips.pem”. 
 

 

Figure 4-1 Configuring the account supporting SIP over TLS on D900 phones 
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Figure 4-2 Enabling SIP over TLS on D900 phones 

 

 

Figure 4-3 Importing the certificate for TLS encrypted SIP on D900 phones 

 fan
vil

 fil
e, 

for
bid

de
n t

o s
tea

l!



 

 
 © 2014 Fanvil Co., Ltd. 11  

This document contains information that is proprietary to Fanvil Co., Ltd. 
Unauthorized reproduction or disclosure of this information in whole or in part is strictly prohibited. 

 

Figure 4-4 A certificate for TLS encrypted SIP installed on D900 phones 

4.2 Verifying the Usability of Secure SIP 
If the functionality is successfully enabled, all the SIP packets for a phone call are encrypted by TLS. 
Therefore, packets with protocol TLSv1 instead of protocol SIP can be found among the packets 
captured by Wireshark, which is shown by Figure 4-5. 
 

 

Figure 4-5 A call with SIP over TLS 

4.3 Applying SRTP for Secure RTP 
Using SRTP for encrypted media stream, you only need to enable RTP encryption (see Figure 4-6). 
Note that 
1. The key and salt for SRTP is generated randomly. 
2. Server type “BOTE” has its own encryption algorithm, and do not use SRTP for RTP encryption. 
 

fan
vil

 fil
e, 

for
bid

de
n t

o s
tea

l!



 

 
 © 2014 Fanvil Co., Ltd. 12  

This document contains information that is proprietary to Fanvil Co., Ltd. 
Unauthorized reproduction or disclosure of this information in whole or in part is strictly prohibited. 

 

Figure 4-6 Enabling SRTP on D900 phones 

4.4 Verifying the Usability of SRTP 
Figure 4-7 illustrates how to apply Wireshark to verify the usability of SRTP. If the SRTP works, you can 
just hear some noise instead of call conversation in step 4. Note that it’s only useful for a G.711a or 
G.711u audio call. 
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(b) Step 2 

 
(c) Step 3 

 
(d) Step 4 

Figure 4-7 Verifying the usability of SRTP by wireshark 

4.5 Applying HTTPS for Secure Web Interfaces 
In this case, the phones act as an SSL/TLS server. Enabling HTTPS for secure web interfaces can 
follow the steps below: 
1. Change the protocol for the web server to HTTPS (see Figure 4-8); 
2. Configure the HTTPS port (default value is 443) optionally (see Figure 4-8); 
3. Import the SSL/TLS server certificate (see Figure 4-9 and Figure 4-10). 
4. Reboot the phone. 
Note that  
1. The name for the certificate must be “https.pem”. 
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2. The certificate may be self-signed due to lower security requirement (Please refer to “HTTPS 
Certificate Creation Manual” for making self-signed certificates.) 

3. If HTTPS is enabled but without installing an certificate, you can access the web interface by using 
URL “http://phone IP:HTTPS port”. 

 

 

Figure 4-8 Configuring web server type and HTTPS port on D900 phones 

 

 

Figure 4-9 Updating the HTTPS server certificate on D900 phones fan
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Figure 4-10 The HTTPS server certificate imported on D900 phones 

4.6 Verifying the Usability of HTTPS 
If HTTPS is successfully enabled, you can use URL “https://phone IP:[HTTPS port]” to communicate 
with the web server. The HTTPS port can be omitted if the default value is used. Note that the web 
browser might issue a warning about the untrusted CA for self-signed certificates (see Figure 4-11), if 
it’s not configured to trust your own CA. You can just click “continue to this website” to go on. 
 

 

Figure 4-11 Warning for untrusted CA of self-signed certificates 
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